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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 07-03-2012 ET 60324/UC/Lw/sab/aic 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To: Director, FBI 


Date: 06/15/1998 

Attn: Computer Investigations 

Unit,CIOS, NIPC, 

Rm.11887 


From: SAC, Cincinnati 


Approved By: 


Drafted By: 


Case ID #: 288-CI-O 




Title: Subject: 

Victim: 
Type: 
Date: 


_UNSUB;_ 

_USAF-Cataloging and Standardization 
Intrustion 

'6/2/98_ 


SUBMISSION: X Initial □ Supplemental □ Closed 


CASE OPENED: 


/ / 




CASE CLOSED: 

□ No action due to state/local prosecution 

(Name/Number_ 

□ USA declination 

□ Referred to Another Federal Agency 

(Name/Number:_ 

□ Placed in unaddressed work 

□ Closed administratively 

□ Conviction 


COORDINATION: FBI Field Office _IP SJ\ _|tBRA4 —-—-^ 

Government Agency AFOSI Detach ment 101 WPAFB, Dayton, OH_ 
Private Corporation'^'^* -_ 





Compam^riame/Government agency: I ISAF_ 

Addresylocation: Federal Center, Battle Creek, MI 



Purpose of SyStemUJ Dracula; e-mail; back up DNS 2)Hyde; Databgse / server_ 
Highest classification oftnfeanation stored in system:——Unclassified_ c 






- ^ —- 


' SEARCH ED_ 
SERIALIZED, 


JUN 1 71998 

- CINCINNAt/ 



To: Director, FEW From: SAC, 

Re: 288- , Date 


System Data: 

Hardware/configuration (CPU):_1) SunSpare20 2) SunSpare 1000_ 

Operating System:_Solaris 2.4_ 

Software:_E-mail exchanger; Unify_ 

Security Features: 

Security Software Installed: □ yes (identify_) X no 

Logon Warning Banner: Xyes □ no 

INTRUSION INFORMATION 

Access for intrusion: □ Internet connection □ dial-up number □ LAN (insider) 

If Internet: Internet address: I 

Network name: 


Method: 

Technique(s) used in intrusion:_(list provided) 

Path of intrusion: 


addresses: 1. 

2. 

3. 

4. 

5. 

country: 1._ 

2. 

3. 

4. 

5. 

facility: 1._ 

2. 

3. 

4. 

5. 


Subject: 


Age: 

Race: 

Sex: 

Education: 


Alias(s):_Motive: 

Group Affiliation:_ 

Employer:_ 

Known Accomplices: _ 

Equipment used: 

Hardware/configuration (CPU):_ 

Operating System:_._ 

Software:_ 

Impact: 

Compromise of classified information: □ yes X no 

Estimated number of computers affected:_2_ 

Estimated dollar loss to date: Unknown 



To: Director, FsW From: 

Re: 288- , Date 


SAC, 


Category of Crime: 

Impairment: 

□ Malicious code inserted 

□ Denial of service 

□ Destruction of information/software 

□ Modification of information/software 


Intrusion: 

X Unauthorized access Stat D 
□ Exceeding authorized access 


Theft of Information: 

□ Classified information compromised 

□ Unclassified information compromised 

□ Passwords obtained 

□ Computer processing time obtained 

□ Telephone services obtained 

□ Application software obtained 

□ Operating software obtained 


REMARKS 



